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Abstract—Opioid tampering and diversion pose a serious
problem for hospital patients with potentially life-threatening
consequences. The ongoing opioid crisis has resulted in medications
used for pain management and anesthesia, such as fentanyl and
morphine, being stolen, substituted with a different substance, and
abused. This work aims to mitigate tampering and diversion
through analytical verification of the administered drug before it
enters the patient. We present an electrochemical-based sensor and
miniaturized wireless potentiostat that enable real-time intravenous
(IV) monitoring of opioids, specifically fentanyl and morphine. The
proposed system is connected to an IV drip system during surgery
or post-operation recovery. Measurement results of two opioids are
presented, including calibration curves and data on the sensor
performance concerning pH, temperature, interference,
reproducibility, and long-term stability. Finally, we demonstrate
real-time fluidic measurements connected to a flow cell to simulate
IV administration and a blind study classified using a machine-
learning algorithm. The system achieves limits of detection (LODs)
of 1.26 lg/mL and 2.75 lg/mL for fentanyl and morphine,
respectively, while operating with >1-month battery lifetime due to
an optimized ultra-low power 36 lA sleep mode.

Index Terms—Fentanyl, morphine, potentiostat, wireless,
opioid, electrochemistry.

I. INTRODUCTION

OPIOIDS are an extremely effective class of analgesic
drugs used for post-surgical pain management and reliev-

ing the symptoms of severe chronic illnesses [1], [2], [3]. Vari-
ous types of opioids (e.g., morphine, oxycodone, hydrocodone,
tramadol, etc.) are prescribed in tablet/capsule form for at-home
use or administered intravenously (IV) in a hospital setting, as
shown in Fig. 1. Fentanyl is a particularly potent synthetic opi-
oid (50–100� more potent than morphine) and is used as a sur-
gical anesthetic [1]. The higher potency requires extreme
caution, as even minor dosing errors can have a profound impact
where a patient is at risk of residual pain if underdosed or

addiction/dependency, respiratory depression, and death in the
event of an overdose [3].

Unfortunately, the pain-relieving efficacy and euphoric
effects experienced with opioids have led to a severe increase in
addiction and overdose deaths over the past decade, resulting in
a steadily worsening opioid epidemic. In 2021, the Centers for
Disease Control and Prevention estimated that 220 people were
dying from an opioid overdose every day in the U.S. [4]. These
reports of opioid abuse/misuse frequently stem from instances
where a highly potent drug, e.g., fentanyl, is used as an adulter-
ant in another illicit substance to enhance the effects, creating
what is referred to as a “street drug.”

However, the opioid crisis has progressed beyond the street
drug market into hospitals. Numerous instances of opioid diver-
sion and tampering have been recently reported [5], [6], [7], [8],
[9], [10], [11]. These scenarios typically involve nurses or doc-
tors stealing a patient’s medication and substituting it with
another substance, most commonly saline buffer, with the intent
to satisfy their own dependency or divert the samples elsewhere
for unlawful distribution [12], [13]. As a result, the affected
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Fig. 1. Closing the loop of opioid administration by adding an opioid measure-
ment device (1) after bolus dosage, (2) after continuous IV dosage, or (3) after
dilution with buffer solution.
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patient received little or no pain medication during the surgical
procedure. In one particularly alarming incident, the pain medi-
cation was substituted with tap water, a non-sterile fluid, leading
to infections and the death of nine patients [14].

Hospitals try to prevent medication diversion and tampering
through a multi-faceted approach predominantly focused on pol-
icy reform, employee education, and surveillance [12]. At the
individual level, the drug administration pipeline starts with the
pharmacist, who prepares/dilutes the drug samples to a stock
concentration. From there, doctors or nurses further dilute the
opioid to the prescribed dosage and meticulously verify that the
correct volume and concentration is being prepared [15].
Finally, the opioid is administered to the patient, and their vital
signs (e.g., oxygen saturation, heart rate, and respiration rate)
are closely monitored for adverse effects [1], [2], [16]. However,
this entire procedure heavily relies on trust; no analytical
verification was performed. Not all errors are intentional; non-
malicious medication errors can also occur through pharmacoki-
netic miscalculations, faulty equipment, or miscommunication.
Implementing a device to perform real-time detection and quan-
tification of the opioid directly as it enters the patient would help
“close the loop” by allowing doctors and nurses to rapidly
respond to errors, mitigate potential harm, and ensure patients
receive the correct dosage.

Opioids are administered intravenously during surgery via
two methods: bolus dosage (quick delivery of the entire dose)
and continuous infusion (slow administration over a prolonged
time) [17]. A typical IV setup is illustrated in Fig. 1, highlighting
that there are three potential locations where the opioid solution
could be monitored: 1) directly in-line with the injection port
(bolus dosage measurement), 2) after the infusion pump, or 3)
downstream after further dilution with saline buffer. As such,
adding an in-line sensing device could provide tremendous flex-
ibility for regulating medication dosage.

This work reports an electrochemical measurement system
for real-time monitoring of opioids, specifically fentanyl and
morphine, to combat medication tampering and diversion. The
hardware electronics are miniaturized, battery-operated, low-
power (mW-level), and Bluetooth compatible. The opioid sen-
sors provide sensitive target detection “out-of-the-box” and can
be seamlessly attached to IV bag setups through the custom
3D-printed flow cell and packaging. This article expands upon
the work presented in [18].

The remainder of this paper is organized as follows: Section
II covers the opioid sensing principle, Section III describes the
hardware, and Section IV explains the firmware implementa-
tion. Section V presents opioid detection measurements, and
Section VI compares this work to prior work. Finally, Section
VII presents concluding remarks.

II. DETECTION PRINCIPLE

Opioids can be detected using a variety of methods, including
liquid chromatography (LC) with mass spectrometry (MS) [19],
[20], surface-enhanced Raman spectroscopy (SERS) [21],
radioimmunoassay [22], and antibody-based biosensors [23].
Although these methods provide high sensitivity, they are often

expensive, confined to a centralized laboratory, and require
trained personnel, making them unfavorable for the proposed
real-time IV detection application. Electrochemical analysis
offers a more promising avenue for clinical opioid monitoring
due to its excellent sensitivity, rapid response time, and the
required electronics can be miniaturized [24], [25], [26], [27].

Previous work has recently leveraged this to detect anesthetic
drugs [28]. Among fentanyl sensors, electrodes modified with
ionic liquids [29], [30], zinc-based metal-organic frameworks
[31], and carbon nano-onions [32] have all shown promise for
sensitive target detection. Similar detection schemes for mor-
phine using carbon/graphene electrodes have also been reported
[33], [34], alongside other modifications such as self-assembled
monolayers [35], magnetic nanofibers [36], and enzymatic sen-
sors [37]. These schemes all require modifying the electrode.
Non-modified approaches were also reported where carbon inks
[38], single-walled carbon nanotubes [39], and laser-
carbonization [40] were utilized. Microneedle arrays [41] and
microcatheter-based [42] opioid sensors have also been devel-
oped to continuously monitor patient response during surgery or
postexposure. These in-vivo techniques are a tremendous
advancement in real-time opioid monitoring, but as the opioid is
not measured upstream prior to administration, they do not
directly address tampering and diversion. Moreover, the afore-
mentioned works focus solely on the electrochemical sensor;
thus, the challenge of integrating these systems into pre-existing
hospital IV setups remains unmet.

In this work, opioids are detected electrochemically via the
principle of direct electrooxidation, where the oxidation of the
target at its redox potential via the working electrode results in
direct electron transfer. The potentiostat measures the subse-
quent electron loss, enabling compound identification. The elec-
troactivity of morphine stems from its phenolic and tertiary
amine groups. Illustrated in Fig. 2, oxidizing the phenolic ring

Fig. 2. Electrochemical detection principle illustrating the direct electrooxida-
tion of (a) morphine and (b) fentanyl via a graphitic carbonWE.
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produces pseudomorphine and one electron, whereas oxidizing
the tertiary group results in normorphine and two electrons. The
corresponding voltammogram for morphine, therefore, contains
two anodic peaks, one at þ340 mV and another between
þ830–940 mV. Similarly, the fentanyl voltammogram displays
a single distinct peak at þ880 mV due to its oxidation into nor-
fentanyl through an N-dealkylation reaction [38], [43]. Criti-
cally, these peaks’ amplitude depends on the opioid
concentration [33]. Thus, combining the peak current and poten-
tial position enables target quantification and discrimination.
Direct electrooxidation is a simple, albeit non-specific, electro-
chemical technique to identify opioids that does not require a
ligand (e.g., aptamer) against an opioid [44], [45].

A graphitic carbon working electrode is required to catalyze
the opioid oxidation reaction [46]. This was achieved by
employing a screen-printed electrode (SPE) from DropSens
(SPE-150), which has a carbon working electrode (WE), a plati-
num counter electrode (CE), and a silver reference electrode
(RE). Selecting this type of SPE for this application provides
several advantages over conventional solid-metal electrodes and
home-made SPEs. Specifically, they provide 1) a reduction in
cost for the overall system, 2) easy disposability post-use to pre-
vent cross-contamination, and 3) they are already mass-
produced. Differential pulse voltammetry (DPV) was utilized to
readout the sensors since it partially cancels the capacitive elec-
trode background currents, enabling highly sensitive detection
of low-level analytes and enhanced peak voltage resolution
compared to more straightforward methods like chronoamper-
ometry and cyclic voltammetry [47]. Ultimately, the proposed
sensing scheme offers sensitive and rapid detection of both fen-
tanyl and morphine with a single commercially available sensor
that requires no additional modification or pre-treatment
steps, rendering this a favorable solution for hospital integration.
Table I summarizes the opioid monitor design requirements.

III. HARDWARE DESIGN AND OPTIMIZATION

The opioid monitoring device was designed to support seam-
less integration into pre-existing hospital IV bag systems
by eliminating its dependency on complex or bulky instrumenta-
tion. To accomplish this, the reported system is: 1) fully wireless

to provide remote control and data transmission to a nearby
computer for visualization and post-processing; 2) battery-
powered and rechargeable with ultra-low power consumption to
maximize operation lifetime; and 3) miniaturized to enhance
portability. Importantly, achieving these goals does not come at
the cost of device performance and measurement sensitivity, as
will be shown later. The opioid monitor consists of a flow cell
that houses the SPE sensor and a custom-designed potentiostat
that performs the electrochemical measurements with wireless
data telemetry, enabling doctors or nurses to analyze the col-
lected data and respond accordingly.

A. Flow Cell

Measuring the opioid solution as it travels through IV tubing
requires a constant flow rate and volume. This is achieved
through a 3D-printed flow cell placed between the patient and
the opioid injection port by connecting it in line with standard
IV tubing. The custom-designed flow cell (see Fig. 3) guides the
solution into a fluidic chamber housing the SPE. The flow cell
consists of two parts, labeled Top Cover and Bottom Cover,
which sandwich the SPE together via screws. An O-ring is uti-
lized for sealing. The 80 mL flow cell was designed using SOL-
IDWORKS and printed on a resin-based 3D printer (FormLabs
3B). To avoid biocompatibility concerns with this system, the
parts can be printed with a biomedical grade resin (RS-F2-
BMBL-01, FormLabs) certified for pharmaceutical and drug
delivery applications.

B. Device Assembly

An annotated image of the assembled printed circuit board
(PCB) is provided in Fig. 4(a). Including all connectors, the
device occupies an area of only 2.73 in2. The battery is located
underneath the PCB, which is housed within a 3D-printed enclo-
sure [Fig. 4(b)] to prevent fluidic leakage onto the circuitry. The
flow cell plugs directly into the SPE connector, allowing the
entire device to hang from an IV setup.

C. Potentiostat Signal Path

A block diagram of the reported device is shown in Fig. 5,
illustrating the potentiostat, microcontroller/radio, and associated
power management. The potentiostat is implemented with the
Analog Devices AD5940 analog front-end, as it provides a fully
integrated solution with a wide range of reconfigurability and

Fig. 3. 3D-printed flow cell model renderings of the (a) exploded and
(b) assembled views. The screen-printed electrode is housed within the flow cell.

TABLE I
TARGET SPECIFICATIONS OF THE OPIOID MONITORING DEVICE

General Specifications

Potential Sweep Range 0 – 1.2 V

Potential Resolution 5 mV

Solution Flow Rate 0.01 – 10 mL/min

Battery Lifetime � 1 day (scanning every minute)

Sensor Specifications

Fentanyl Morphine

Detection Range 5 – 50 [mg/mL]
(bolus dosage)

10 – 100 [mg/mL]
(post-mixing dosage)

Variability < 10%

Disposable? Yes
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low power consumption. By integrating the front-end amplifiers,
digital-to-analog converters (DACs), analog-to-digital converter
(ADC), and digital back-end into a single chip, the overall PCB
area can be considerably reduced compared to prior-art discrete
potentiostats [25], [26], [48], [49]. The AFE interfaces with the
3-electrode electrochemical cell via a 3-pin edge connector.

DPV waveform generation is accomplished through the
dual-output DAC, timers, and on-chip sequencer, which allows
pre-programmed measurement procedures to be loaded into the
AD5940 for autonomous execution. After configuration with
the desired parameters, the DAC outputs the superimposed
square and staircase waveform through its two outputs, VBIAS

and VZERO. The VBIAS output has a 12-bit resolution (537.2 mV
step size), while the VZERO output only has a 6-bit resolution
(34.38 mV step size). As such, the VZERO voltage is held cons-
tant during a scan, while the VBIAS is modulated due to its supe-
rior resolution. Both DAC outputs can be independently
configured between 0.2 and 2.4 V, enabling a potential sweep
range of >1.2 V. As a result, the 12-bit output satisfies the
potential requirements from Table I.

This waveform is applied to the electrochemical cell via a
potentiostat amplifier (PA) and transimpedance amplifier (TIA),
which operate in negative feedback to maintain the RE and WE
potentials (VRE and VWE) at VBIAS and VZERO, respectively. The
TIA converts the sensor redox current into a voltage, the output
of which is sent to the positive input of a low leakage MUX
alongside VWE to the negative input. Alternatively, the negative
MUX input can measure the direct DAC output (VZERO) instead.
It was verified that the MUX leakage is sufficiently low to intro-
duce negligible error on the final current measurement. The TIA
gain is programmable on-chip via resistor Rf, which was set to 1
kX for all measurements. An off-chip 33 nF capacitor, Cf,
ensures TIA stability in the presence of the large double-layer

capacitance. This RC feedback network realizes a low pass filter
(LPF) with a cutoff frequency of 4.82 kHz, suppressing noise
without limiting the settling time of the TIA due to the pulsed
DPV transients.

The remainder of the signal path conditions the differential
signal (VTIA–VWE) before digitization. A programmable gain
amplifier (PGA) and anti-aliasing filter (AAF) ensure the signal
sits within the ADC input range while further rejecting high-
frequency noise. The PGA gain was set to 1 V/V, and the AAF
was configured to its minimum setting (50 kHz) since the TIA
already limits the signal bandwidth to 4.82 kHz. Finally, the sig-
nal is sampled and digitized by a 16-bit ADC.

D. Microcontroller and Radio

A Nordic nRF52840 Bluetooth Low Energy (BLE) System-
on-Chip (SoC) was selected to control the AFE operation, col-
lect the measured data, and transmit the data wirelessly. The
SoC is packaged within the MDBT50Q module from Raytac
and integrates an ARM Cortex-M4 microcontroller (MCU),
BLE radio, and chip antenna. This SoC was chosen for its low-
power operation in sleep modes and wide range of necessary
peripheral functions, including an ADC, timers, serial peripheral
interface (SPI) communication, and general-purpose I/O (GPIO)
pins. When communicating over BLE, the radio consumes only
�6.4 mA during transmission, and the entire SoC can be placed
into a low-power sleep state (<10 mA) when a measurement is
not being performed or when the MCU is idle and waiting for
new data. These features have been leveraged to significantly
extend the battery lifetime of the system.

E. Power Management

A 500 mAh rechargeable Lithium-Ion Polymer (LiPo) battery
(LP503035) was selected to power the system with a nominal

Fig. 5. Detailed block diagram of the opioid monitoring system electronics.

(a)

(b)

Fig. 4. Annotated photographs of the hardware showing the (a) potentiostat cir-
cuit board and (b) fully assembled device inside the 3D-printed case.
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voltage of 3.7 V and a usable range of 3.0 to 4.2 V. Given the
desire to operate the AD5940 at its maximum supply voltage of
3.6 V (for reasons that will be clear later), this necessitates utiliz-
ing a buck-boost converter. However, the output voltage ripple
associated with switching regulators can impact the measure-
ment fidelity of the AD5940. Placing a low-dropout regulator
(LDO) after the buck-boost converter solves this problem. The
MAX17270 buck-boost converter was selected for its high effi-
ciency and sub-mA quiescent current. It generates a 4.1 V output
to give some dropout before feeding into the TPS7A2036 LDO,
which generates the low-noise, ripple-free 3.6 V supply
(AVDD) for the AD5940. Although this scheme of boosting the
battery voltage and then down-regulating via the LDO has a
power penalty, it is necessary to achieve the required potentio-
stat compliance voltage while removing the supply ripple. Con-
veniently, this buck-boost converter features multiple output
channels, allowing the MCU to be powered off a separate rail
(DVDD) also at 3.6 V to prevent digital switching transients
from coupling into the analog circuitry. This split rail setup also
allows the LDO (and AFE) to be power gated when not used,
reducing the system’s quiescent power and the extra power
overhead associated with the LDO conversion.

F. Counter Electrode and AFE Optimizations

Due to the large oxidation potentials of fentanyl and mor-
phine (�900 mV), a wide potential scan range is required to
fully resolve the peaks of these opioids. A minimum upper
bound of the potential range is 1.2 V, which poses several chal-
lenges for the potentiostat and is difficult to implement in a low-

power battery-operated system. Namely, the potentiostat’s com-
pliance voltage, defined as the maximum achievable potential
difference between the WE and CE, must be significantly
greater than 1.2 V to provide enough headroom for the CE over-
potential and avoid either of the amplifiers in the potentiostat
from clipping.

Referring to the front-end schematic in Fig. 5 and considering
the node potentials at the end of a DPV scan up to 1.2 V, it is
clear that a 1.2 V potential difference will exist between the WE
and RE. The electrochemical cell can be modeled with a Ran-
dles circuit; thus, the CE will have an even lower potential than
the RE. However, the magnitude of this extra difference is vari-
able and heavily dependent on the CE material, analyte concen-
tration, and DPV parameters. If, at any moment, the CE reaches
the lower bound on the PA’s output range, the potentiostat loop
will be disrupted, introducing a hard nonlinearity/clipping to the
measurement.

There are three knobs available to the designer that should be
optimized to mitigate CE clipping. The first is the WE voltage
(with respect to GND), the second is the choice of AFE supply
voltage, and the third is the CE material. Recall that using a car-
bon WE is necessary for the opioid sensing principle in this
work, but the CE does not have such a restriction. The CE clip-
ping behavior was studied to evaluate this, and the DPV parame-
ters were optimized. The results of this study are presented in
Fig. 6 under different WE potential, AFE supply voltage, and
TIA gain settings. Each panel displays the voltammogram from
a DPV scan of 1� phosphate buffer saline (PBS) solution up to
1.3 V for a carbon CE (SPE-C110) and a platinum CE (SPE-
150). During all measurements, the time domain responses of

Fig. 6. Sequence of optimizations to prevent CE and TIA clipping inside the potentiostat. Voltammograms in 1� PBS comparing responses of a carbon and platinum
CE with different AFE configurations: (a) minimum supply voltage, midscale VWE, and desired TIA gain; (b) minimum supply voltage, maximum VWE, and desired
TIA gain; (c) minimum supply voltage, maximum VWE, and reduced TIA gain; (d) maximum supply voltage, maximum VWE, and desired TIA gain.
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the CE and TIA output nodes were probed with an oscilloscope.
In Fig. 6(a), the TIA gain is 1 kX, the AFE supply voltage is set
to the minimum of 2.8 V, and VWE is set to a moderate value of
1.6 V, leaving 400 mV of headroom for the CE when the scan
reaches 1.2 V. The voltammograms show that the carbon CE
clips at 1.11 V, whereas the platinum CE reaches 1.21 V before
clipping, demonstrating a �100 mV lower overpotential than
carbon. Probing the CE for each electrode type during the scan
also confirmed this, as both nodes were observed to flatline at 0
V before the end of the scan.

In Fig. 6(b), the TIA gain and AFE supply voltage are
unchanged, while VWE is increased to its max value of 2.4 V
(increasing the CE headroom to 1.2 V). This time, however,
both electrodes clipped at 1.17 V, but the source of the clipping
was observed to move from the CE to the TIA output, now
clamping at 2.8 V. Given that the available TIA output swing is
bounded on the high side by the 2.8 V supply voltage, increasing
the WE potential further limits this range. A simple modification
to this configuration is to reduce the TIA gain, shown in Fig.
6(c), to 200 X. By doing this, no clipping was observed with
either electrode across the entirety of the scan. However, being
forced to reduce the gain results in a 14 dB loss in front-end sen-
sitivity, rendering this approach a non-ideal solution. Fig. 6(d)
presents a better approach, which leverages the final design vari-
able, the AFE supply voltage, to mitigate CE and TIA clipping
simultaneously without sacrificing measurement sensitivity.
VWE is kept at 2.4 V, the TIA gain is returned to 1 kX, and the
AFE supply voltage is raised to the maximum, 3.6 V. Once
again, no clipping was observed with either amplifier. Despite
this approach requiring a larger voltage (thereby increasing the
power consumption of the system), it is a necessary tradeoff to
achieve such a large compliance voltage without hindering the
achievable opioid sensitivity. These experiments also demon-
strate the importance of selecting a CE material that minimizes
the overpotential. Although Fig. 6(d) suggests that either mate-
rial could suffice, the overpotential will increase further with the
target analyte added to the solution. As such, the platinum CE
was selected for this work to ensure that this does not occur
across the targeted range of fentanyl and morphine.

IV. FIRMWARE OPERATION

The MCU configures the AD5940 with the desired AFE set-
tings and DPV parameters, collects data during a scan, and
maintains the BLE connection. However, careful construction
of the firmware operation and BLE protocol plays a significant
role in reducing the average power consumption of the device.
A firmware flow chart is presented in Fig. 7.

After power-up, the MCU undergoes hardware initialization
and begins advertising for central BLE devices. Once a central
device establishes a connection, the MCU immediately enters a
deep sleep to minimize its idle current draw. The MCU also
powers down the potentiostat (via the LDO) in this state to
reduce power consumption further. While asleep, all subsequent
functionality is handled via individual interrupt service routines
(ISRs), such that the MCU can return to its sleep state after exe-
cuting a given task. A total of four ISRs are used to implement

the required functionality. The first is a simple timer-based inter-
rupt used for housekeeping tasks, including flashing a light-
emitting diode (LED) as a status indicator and recording the bat-
tery voltage level with the MCU’s built-in ADC to assess
whether a recharge is required.

The second ISR occurs when the central device updates the
required AFE settings or measurement parameters stored within
a dedicated BLE command characteristic. This information con-
tains parameters such as the scan range, scan rate, current range,
etc., or start/stop commands used for measurement execution.
After updating the characteristics, the MCU reconfigures the
AFE as needed.

Two final ISRs handle data transmission and reception
between the AD5940 and MCU over SPI or between the periph-
eral and central devices over BLE. Due to the on-chip sequencer
inside the AD5940, measurements are executed autonomously
after the MCU initializes a scan. Voltage and current data are
collected by the AFE and stored in its internal FIFO. Once the
buffer is full, the AD5940 triggers a GPIO interrupt within the
MCU, allowing the data to be acquired over the SPI bus. Impor-
tantly, the MCU remains asleep between these GPIO interrupts
to save power. Due to the slow scan times and low data rates
associated with DPV (each scan takes �26 s and collects only
32 kB of data), adopting BLE over the more traditional Blue-
tooth classic achieves substantial power savings. Rather than
keeping the transmitter or receiver always on and listening, the
infrequent nature of the interrupts allows the BLE radio to
remain off for most of the scan. Instead, the radio is only active
during periodic connection intervals (acting as the fourth ISR),
which occur at a fixed period (100 ms in this work) and allow
the MCU to check if new data has been collected. If received,
the new data is transmitted to the central; otherwise, the MCU
and radio return to sleep.

This interrupt-based firmware operation significantly reduces
the average power consumption of the overall device. Combined

Fig. 7. Device firmware flow diagram illustrating the sleep mode and event-
driven operation through dedicated interrupt routines.
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with carefully selecting low-power integrated circuits, the sys-
tem consumes only 36 mA during sleep mode and 12.3 mA dur-
ing electrochemical measurements. The battery lifetime can
then be calculated as a function of how frequently DPV scans
are performed. For example, for a 500 mAh battery capacity and
a 26-second scan time, running a DPV scan once per minute
results in an average current draw of 5.35 mA and a 3.9-day bat-
tery lifetime. If the sampling rate is reduced to 10 minutes, the
average current drops to 567 mA, extending the operating life-
time to 36.75 days. These measurements were taken directly at
the battery input using a precision source measure unit (Keithley
2604B) and accounted for all components on the PCB. This
1-month device lifetime refers strictly to the battery’s lifetime
before a recharge is needed. The lifetime of the electrochemical
sensors will be discussed separately in Section V. Regardless of
the opioid administration method, whether it be a quick bolus
dosage during surgery or a prolonged self-administration for
pain relief, battery lifetime will not hinder operation.

V. MEASUREMENT RESULTS

A. Reagents and Instrumentation

Fentanyl (#F-013-1ML), morphine (#M-005-1ML), phos-
phate buffer saline (#P5493), ascorbic acid (#A2218), uric acid
(#U2625), glucose (#G7528), sucrose (#S7903), and fructose
(#F0127) were obtained from Sigma-Aldrich. Acetaminophen
(#A11240) and caffeine (#39214) were purchased from Alfa
Aesar, Inc. All other chemicals were analytical grade reagents
(>99% purity). Buffer pH adjustments were made using
100 mM hydrochloric acid (for acidic pH) or 100 mM sodium
hydroxide pellets (for alkaline pH) and validated with a pH
meter (Orion Star A211). Temperature measurements were per-
formed in a temperature-controlled water bath (PolyScience
#WBE02A11B).

Fentanyl1 is distributed to hospitals in 50 mg/mL stock con-
centrations and can be further diluted as low as 5 mg/mL before
administration, depending on an individual patient’s weight and

age [50]. Morphine, on the other hand, is distributed at 1 mg/mL
and can be diluted down to 0.1 mg/mL before administration
[51]. The reference standards for these controlled substances are
sold in 1 mg/mL ampules containing only 1 mL (diluted in
methanol). Both opioids were further diluted prior to measure-
ment to conserve reagents and dilute the methanol. By doing so,
the upcoming fentanyl measurements are representative of sens-
ing location (1) from Fig. 1, while the morphine data corre-
sponds to position (3).

A 4 mm diameter carbon WE, platinum CE, and a silver RE
screen-printed electrode from Metrohm DropSens (SPE-150)
was used for all the electrochemical measurements. Unless
stated otherwise, all concentrations were diluted in 1� PBS (pH
7.4). DPV measurements were performed using the custom
reported potentiostat or a PalmSens4 (for comparison) with the
parameters: 0–1.2 V scan range, 10.2 mV step voltage, 25 mV
pulse, 50 ms pulse, and a 51 mV/s scan rate. Post-processing
and statistical analysis of data was performed in MATLAB. All
data displayed with error bars were obtained from three indepen-
dent experiments with different sensors. Error bars represent
one standard deviation.

B. Benchmarking With a Commercial Potentiostat

Before performing opioid experiments, the performance of
the custom potentiostat was benchmarked against a commercial
potentiostat (PalmSens4). DPV measurements were performed
on solutions containing an equal parts mixture of potassium
ferri-/ferro-cyanide (K3[Fe(CN)6])/(K4[Fe(CN)6]) diluted in 1�
PBS with concentrations ranging from 100 – 500 mM. Fig. 8
compares the two potentiostat responses alongside a Deming
regression fit. The response possesses a slope and Pearson corre-
lation coefficient extremely close to unity, demonstrating a near-
perfect equivalence between the two potentiostats.

Fig. 8. Electrochemical benchmarking of the custom reported potentiostat vs. a
commercial PalmSens4 device. Deming regression fit comparing measured
results of DPV scans in potassium ferri-/ferro-cyanide.

Fig. 9. Real-time consecutive DPV measurements with the flow cell connected
to a syringe pump with alternating 1� PBS and potassium ferri-/ferro-cyanide
solutions. Insets show photographs of the measurement setup and flow cell at var-
ious time points.

1Safety note: Fentanyl is potentially lethal, even as little as 0.25 mg
[52]. All experiments involving fentanyl were conducted inside a fume
hood, wearing personal protective equipment per a university-approved
handling protocol.
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C. Flow Cell Testing

The flow cell was installed onto an SPE sensor and connected
to a syringe pump via tubing to validate the device in a scenario
that emulates the clinical use case. Dynamic fluid measurements
were then taken at a 1 mL/min flow rate every 26 seconds (con-
tinuous and consecutive DPV scans). The measurement setup and
results are depicted in Fig. 9, where independent solutions con-
taining 1� PBS and 250 mM ferri-ferro (diluted in 1� PBS) were
alternately flowed through the cell and SPE sensor. The PBS solu-
tion was dyed blue for contrast to highlight the switching of the
fluids. The corresponding ferri-ferro voltammogram peaks were
extracted, converted back into a concentration using a previously
generated calibration curve for ferri-ferro, and plotted as a func-
tion of time. The data demonstrates a strong “square-wave-like”
pattern and accurate quantification of the analyte solution, which
allows the target analyte to be clearly distinguished from saline as
they alternate through the flow cell. Note that the transient signal
after the buffer solution is switched back in is due to carry-over
mixing and flushing of the flow cell that gradually decays over
successive scans. These results validate the flow cell’s functional-
ity and the system’s ability to accurately conduct fluid measure-
ments. Although this is a simulated setup, it closely mimics how
intravenous opioids are administered clinically. Since the solution
is sensed prior to injection in a patient, the lack of patients in this
study makes no difference to the measured data.

D. Electrochemical Detection of Fentanyl and Morphine

The electrooxidation response for fentanyl and morphine
was investigated over the concentration range from 5 to 100

mg/mL. The resulting voltammograms are shown in Fig. 10. A
well-defined electrooxidation peak was observed at �880 mV
for fentanyl and two peaks for morphine, the first at �340 mV
and the second at �830–940 mV. The oxidation peak currents
increased linearly with concentration. For morphine, the sec-
ond peak was found to have higher sensitivity and linearity
than the first peak. As such, the calibration curve (and all sub-
sequent morphine data) is plotted using the second peak
current. The calibration curves demonstrate strong linear rela-
tionships with a regression coefficient of 0.996 for fentanyl and
0.98 for morphine, as shown in Fig. 10(c) and 10(d), respec-
tively. The fentanyl sensor exhibited a sensitivity of 64.2 nA/
(mg/mL) and a limit of detection (LOD) of 1.26 mg/mL,
whereas the morphine sensitivity was 29.4 nA/(mg/mL) with an
LOD of 2.75 mg/mL. The LOD was computed as three times
the blank sample’s standard deviation divided by the calibra-
tion curve’s slope [53].

Due to the electrooxidation scheme, some of the opioid
molecules are consumed by the reaction, slightly reducing the
concentration and generating byproducts (norfentanyl, nor-
morphine, and/or pseudomorphine) that will be injected into
the patient. It was calculated that only 0.29% of fentanyl mol-
ecules and 0.17% of morphine molecules were consumed dur-
ing the measurement. As such, the drug concentrations remain
> 99.7% and 99.8% of their original values for fentanyl and
morphine, respectively, resulting in a negligible impact on the
delivered concentration. The byproducts are all inactive
metabolites, meaning they are nontoxic and pharmacologi-
cally inactive, presenting no safety concerns to the patient
[54], [55].

Fig. 10. Electrochemical opioid sensor characterization in 1� PBS (pH 7.4). Measured voltammograms across the therapeutic range for (a) fentanyl and (b) mor-
phine with corresponding calibration curves (n¼ 3) presented in (c) and (d), respectively. Concentrations measured at 5, 10, 25, 50, 75, and 100 mg/mL.
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E. Effect of pH and Temperature

Electrolyte (buffer) pH and temperature commonly impact the
performance of electrochemical sensors. To quantify their effects,
fentanyl and morphine samples were measured across varying pH
and temperature ranges that could be experienced in a hospital set-
ting. In the case of IV opioid administration, standardized saline
buffer solutions, which provide pH consistency, are utilized. Nev-
ertheless, minor pH deviations would be expected in instances of
solution tampering. Similarly, temperature is often well-regulated
in hospitals to maintain drug efficacy, prevent the spread of dis-
ease, and ensure patient comfort. However, regional climate differ-
ences, the time of year, and the location in the hospital (operating
room vs. patient room) could result in up to 5 �C fluctuations.

Voltammograms were measured for both opioids at 50 mg/mL
concentrations with pH values ranging from 6.6 to 8.2, cen-
tered at 7.4. The recorded voltammograms exhibited shifts in
peak currents and potential positions. These peak currents and
potentials are plotted as a function of pH in Fig. 11(a) and
11(b) for fentanyl and morphine, respectively. With increasing
pH, both sensors show an increase in peak current response
and a linear decrease in oxidation potential. All data is normal-
ized to the peaks and positions from the pH 7.4 measurement
to display relative shifts from the nominal value. The results
confirm that the oxidation response for fentanyl and morphine
are pH dependent, as predicted by the Nernst equation, and are
in line with prior work [31], [34], [39].

The temperature dependence was studied by measuring 50
mg/mL samples inside a temperature-controlled water bath (pH
7.4). The temperature was altered between 17 �C and 26 �C to
cover a wider range than the expected hospital variation. Fig. 12

shows the resulting peak current deviation for fentanyl [see
Fig. 12(a)] and morphine [see Fig. 12(b)], where the responses
are normalized to the room temperature data (20 �C). The sen-
sors remain insensitive to temperature as the mean responses
stayed within 1.5% of the room temperature value for both
opioids over the entire range. Additionally, no shifting in the
peak potentials was observed for either opioid.

These data demonstrate that the sensors resist reasonably
anticipated fluctuations in pH or temperature. Moreover, since
the peak current and potential deviations are linear with pH,
they can be corrected via standard linear calibration methods. If
accurate opioid quantification is required, pre- and post-
calibration should be performed on all measurements to account
for the pH and, ideally, temperature.

F. Reproducibility

Due to imperfections in the fabrication process, it is expected
that SPEs exhibit some degree of mismatch between sensors. To
assess the reproducibility, 20 independent sensors were tested
for both fentanyl and morphine. The first 10 electrodes were
taken from one box of electrodes, while the final 10 electrodes
were taken from a second box (randomly selected) to gain further
statistical insight into local variation within a single box and the
lot-to-lot variation. 50 mg/mL fentanyl and morphine samples
were measured with each sensor. Fig. 13 displays the measured
data normalized to the mean of the 20 samples (left), and the box
and whisker plot (right) shows the same data. The variation is
assessed by computing the relative standard deviation (RSD) for
the individual boxes and the combined data. For fentanyl, the cal-
culated RSDs were 6.15% for box 1 (slightly higher due to the
identification of one outlier), 3.56% for box 2, and 5.52% for
both boxes together. For morphine, the RSDs were 4.30% for
box 1, 4.68% for box 2, and 4.40% combined. All responses
(outlier excluded) fell within 10% of the mean for the respective
opioids. Both sensors are highly reproducible and consistent,
with no substantial difference observed between boxes.

G. Interference Studies

To firmly identify instances of solution tampering and diver-
sion, the opioid sensor should be resilient to interfering com-
pounds that may be present in a heterogeneous sample.

Fig. 11. Sensor performance vs. variation in solution pH for (a) fentanyl and
(b) morphine, showing the normalized peak current (blue) and peak potential
(red) responses (n¼ 3).

Fig. 12. Temperature stability of (a) fentanyl and (b) morphine sensors
(pH 7.4) illustrating normalized changes in peak current responses (n¼ 3).
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Although recent news articles reported instances of the medica-
tion being replaced altogether with saline or tap water, distin-
guishing the opioid from off-target compounds is still important.
As such, the fentanyl and morphine sensor specificities were
studied in mixtures containing common cutting agents and
diluents such as glucose (Glu), fructose (Fru), sucrose (Suc),
acetaminophen (AC), caffeine (CA), ascorbic acid (AA), and
uric acid (UA). The voltammograms of these individual inter-
ferers are shown in Fig. 14, along with fentanyl and morphine,
to demonstrate that their oxidation peaks (if any) do not overlap
with the target opioid peaks.

Next, measurements were performed on samples containing 50
mg/mL fentanyl or morphine mixed with either 5 mM of the three
sugar compounds or 100 mM of AC, CA, AA, and UA. The
resulting interference study data is shown in Fig. 15, where the
fentanyl (or morphine) peak current response in the presence of
an interferer is expressed as a percent difference relative to the
peak current in a pure 50 mg/mL sample containing only the target
opioid. No oxidation peaks were observed for the sugars, result-
ing in no interference. No peaks for caffeine were observed
within the scanned potential window since caffeine has an oxida-
tion potential outside this range [56]. Ascorbic acid, uric acid, and
acetaminophen all have a single oxidation peak at 230, 280, and
340 mV, respectively. When combined with fentanyl, these peaks
remain far enough away from the fentanyl peak at 880 mV to
limit their impact on the fentanyl response to a worst-case 8.9%.
When mixed with morphine, these peaks are close to the first
morphine peak at 340 mV; however, the second morphine peak
remains largely unaffected by these interferers, similar to fenta-
nyl, with uric acid presenting the largest signal deviation at 6.3%.
While there are some signal changes, these are all within the

sensor-sensor variability and are not statistically significant. In
summary, both opioid sensors demonstrate<10% variation in the
presence of strong interfering compounds, indicating that the sen-
sors have good selectivity and can distinguish tampered solutions.

To assess a “worst-case” scenario that compounds the impacts
of sensor reproducibility and interference, a solution containing
fentanyl (or morphine) and all interferers (which were individually
presented in Fig. 14) was prepared, and the responses were

Fig. 14. Voltammograms of common interfering substances. Responses are
separated between (a) sugar molecules and (b) the remaining substances. Fenta-
nyl and morphine are shown in (c) as references.

Fig. 15. Selectivity of the (a) fentanyl and (b) morphine to mixtures of common
interfering agents. Data shows the target opioid response in the presence of an
interferer relative to its response in a pure target sample. Dashed lines placed at
the sensor RSD values from the reproducibility data.

Fig. 13. Reproducibility of the (a) fentanyl and (b) morphine sensors across 20
SPE sensors from two different boxes. Peak current responses normalized to the
sample mean (left) and corresponding box and whisker plots (right).
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measured across 8 different SPEs. The fentanyl sensor had a mean
signal change of 14.46% with a standard deviation of 2.73%,
while the morphine sensor had a 21.86% change in mean signal
with a 1.26% standard deviation. Note that a malicious tampering
scenario like this, although possible, is unlikely to occur as all
reported tampering cases to date detail the doctor/nurse’s intention
to steal the opioid solution and not to prepare a dangerous cocktail
of substances. However, it is critical to note that for this applica-
tion, the primary objective is to identify an instance of opioid tam-
pering. Since fentanyl and morphine exhibit distinct peak features
(peak width, steepness, asymmetry, etc.), the mere presence of
additional peaks (or lack thereof) or irregularities in the peak fea-
tures will alert the staff that tampering has occurred. This allows
the binary determination of whether the sample was tampered
with to remain correct, even in scenarios of overlapping oxidation
peaks (e.g., the combination of fentanyl and morphine), simple
mix-ups of patient solutions, or malicious substitutions. This was
the principal motivation behind adopting a non-specific electrooxi-
dation approach for this sensor, as it is intentionally desired to
identify the presence of foreign substances.

H. Electrode Stability

Maintaining the stability of the electrochemical sensor is criti-
cal to ensuring that accurate measurements can be repeatedly
taken throughout an entire surgical procedure. To study this
effect, 50 mg/mL morphine samples were measured every
30 minutes for 8 hours using the same SPE. Morphine was uti-
lized for this study since fentanyl is more commonly adminis-
tered quickly via bolus dosage, whereas morphine administration
can be prolonged for post-operation pain management. The sta-
bility results are displayed in Fig. 16, where the measured peak
currents at each time point are normalized to the initial point.
The sensor retains >90% of its initial response over the 8 hours,
sufficient to cover most surgical procedures. Thus, the sensor can
be replaced daily for continuous monitoring applications or any
time the opioid is replaced to prevent cross-contamination.

I. Blind Study

A blind study was run to evaluate the proposed system’s real-
world performance. Contrived samples (n ¼ 20) were created
from various interferers with and without fentanyl. Each sample

was assigned a random letter and then measured using the
device (see Fig. 17). A binary classifier was written in Python
(v3.12) using Keras (v3.2) and TensorFlow (v2.16) to identify
the voltammograms as adultered or not adultered (i.e., pure fen-
tanyl in the range listed in Table I). The data from the previous
studies was used to train the classifier; however, there were only
697 samples, so the dataset was augmented by adding white
Gaussian noise (r ¼ 0.1 mA), shifting (DV ¼ 660 mV), and
scaling (610%) the samples randomly. This process increased
the dataset to 27,007 samples (85% adultered). Each voltammo-
gram has 109 current measurements, which is too high dimen-
sionality to use directly as the input to the neural network, given
the limited dataset size. Instead, principal component analysis
(PCA) was applied to reduce the dimensionality to 8 principal
components that maintained 95% of the variance. The PCA out-
put was then used to train a feedforward neural network (8
inputs followed by 2 hidden layers with 8 nodes each and a sin-
gle output) with dropout regularization to prevent overfitting.
On the training data, the classifier achieved 98% accuracy. The
pipeline was then applied to the data collected in the blind study,
and the results are shown in Table II, along with the true result
after unblinding the samples. The predictions were all correct
except for Sample F, which contained fentanyl (50 mg/mL) and
ketamine (50 mg/mL). This outcome is obvious in hindsight
since no samples in the training set had peaks near ketamine.
The accuracy can likely be improved with additional data, but it
is already quite good. It is worth pointing out that the classifica-
tion pipeline was run on a computer but could be easily ported
onto the microcontroller.

VI. COMPARISON TO PRIOR ART

Table III compares this work to prior art electrochemical sen-
sors for fentanyl and morphine detection, focusing on different
opioid detection applications. Although there have been many
works that seek to measure these opioids for overdose preven-
tion and illicit substance identification [57], [58] (some of which
achieve impressive LODs and dynamic ranges through elaborate
modification steps), this work is the first to address the problem
of opioid tampering in hospitals. This was accomplished through
system-level integration of an opioid sensor (achieving sufficient
LOD and dynamic range for this application), flow cell, and a
miniaturized potentiostat. These features enable the system to be
portable and battery-powered with wireless communication,
which is lacking from many prior works that focus solely on
the electrochemical sensor, hindering their adoption in clinical/
forensic applications. It is also worth noting that electrochemical
sensors for other types of illicit drugs of abuse, including
cocaine, methamphetamine, and heroin, have also been reported
but are not the focus of this comparison [59].

At the surface, the medication tampering solution presented
herein may appear similar in objective to therapeutic drug moni-
toring or personalized dosing, where a patient’s drug concentra-
tions are measured in vivo, allowing doctors to make optimized
dosage adjustments according to an individual’s response. In
this scenario, the works presented in [41], [42] are an attractive

Fig. 16. Stability of the morphine sensor over 8 hours measured every
30 minutes (n ¼ 3). Peak current response normalized to the starting value (left)
and corresponding box and whisker plot (right).
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solution. However, the tampering application is targeting some-
thing fundamentally different: if the opioid is detected solely
in vivo, then there is nothing to prevent the patient from metabo-
lizing a potentially dangerous substance. As such, this work
explicitly targets opioid sensing before administration.

VII. CONCLUDING REMARKS

This work reports the design and validation of an
electrochemical-based opioid monitoring system. Through the
development of a miniaturized potentiostat, flow cell, and accom-
panying sensors for fentanyl and morphine, we enable the real-time
quantification of intravenous opioid medication to combat solution
tampering and diversion. The hardware components are battery-
operated, BLE compatible, and ultra-low power, consuming just
36 mA in the sleep mode and providing >30 days of battery life-
time with a 10-minute sampling interval. The electrooxidation
sensing scheme leverages screen-printed electrodes and differential
pulse voltammetry to achieve sensitive opioid detection, with a
limit of detection of 1.26 and 2.75 mg/mL for fentanyl and mor-
phine, respectively. Real-time measurements connected to a flow
cell and IV tubing were demonstrated, illustrating the system’s suit-
ability for direct integration into hospital IV setups. The reported
sensors remain resilient to pH, temperature, and potential interfer-
ing substances while maintaining strong reproducibility and sta-
bility. With a machine-learning classifier, this electrochemical
detection approach demonstrated rapid and automatic identification
of tampered opioid solutions with high accuracy.

Ultimately, we hope that this system helps close the loop in
opioid administration, allowing doctors to make timely interven-
tion in instances of incorrect medication dosage. The authors
would like to stress that opioid tampering in hospitals is a rare
occurrence, as the vast majority of doctors/nurses work dili-
gently to prevent these scenarios. The intent of the reported sys-
tem is to work in tandem with hospital workers to improve
patient outcomes, rather than to scrutinize or inflict blame upon

them for otherwise infrequent mistakes. Future work on this
topic will focus on directly integrating pH and temperature sen-
sors into the hardware/sensor so that real-time calibration can
occur. Importantly, this work targeted fentanyl and morphine;
however, many other drugs possess an electrochemical signature
that could be detected. This device could also be used with an
electronic drug delivery system, enabling automated feedback
control and personalized medication.

Fig. 17. Voltammogram responses of the contrived samples (n¼ 20) used in the blind fentanyl classification study.

TABLE II
CLASSIFICATION RESULTS OF THE FENTANYL SAMPLE BLIND STUDY

Sample Contents Prediction True

A Ascorbic Acid þ Morphine Adultered Adultered

B
Glucose þ Diazepam þ

Acetaminophen Adultered Adultered

C Fentanyl Not adultered Not adultered

D Fentanyl þ Morphine Adultered Adultered

E Fentanyl Not adultered Not adultered

F Ketamine þ Fentanyl Not Adultered Adultered

G Ascorbic Acid Adultered Adultered

H Acetaminophen Adultered Adultered

I Acetaminophen þ Morphine Adultered Adultered

J Fentanyl Not adultered Not adultered

K Acetaminophen þ Fentanyl Adultered Adultered

L Fentanyl Not adultered Not adultered

M Fentanyl Not adultered Not adultered

N Morphine Adultered Adultered

O Fentanyl Not adultered Not adultered

P Fentanyl Not adultered Not adultered

Q Fentanyl Not adultered Not adultered

R Tap Water Adultered Adultered

S 1� PBS Adultered Adultered

T Ketamine Adultered Adultered
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TABLE III
COMPARISON TO PRIOR ART FENTANYL AND MORPHINE SENSORS

Application/Form Factor Target
Drug(s) Electrode Method LoD [lM] DR [lM] Portable

Reader? Ref.

Illicit drug identification
Wearable glove

Fentanyl SPCE–RTIL/MWCNT SWV 10 10 – 100 Commercial
Emstat3

[30]

Opioid overdosing
Microneedle array

Fentanyl F1: CP
F2: CP–CNT/Au/RGO/PVC

SWV F1: 10
F2: 0.05

F1: 10 – 200
F2: 0.05 – 0.3

Commercial
Emstat3

[41]

Anesthetic drug dosing
Surgical microcatheter

Fentanyl F1: CP–CNT/PVC
F2: CP–CNT/Au/erGO/PVC

SWV F1: 5
F2: 0.0022

F1: 5 – 50
F2: 0.003 – 0.024

Commercial
Emstat3

[42]

Analgesic drug detection
Sensor electrode

Fentanyl GCE–NiO/CNT DPV 0.01 10 – 160 None [57]

Illicit drug identification
Disposable strip

Fentanyl SPCE
(laser-induced carbon)

SWV 1 20 – 200 Commercial
Sensit BT

[40]

Abusive drug identification
Sensor electrode

Morphine CPE–Zn2SnO4/GO DPV 0.011 0.02 – 15 None [34]

Abusive drug identification
Sensor electrode

Morphine CPE–M-CNFs DPV 0.0019 0.0033 – 245 None [36]

Post-operative pain control
Sensor electrode

Morphine SWCNT/Nafion DPV 0.071 0.05 – 10 None [58]

Opioid tampering
Hospital IV monitor

Fentanyl
Morphine SPCE (commercial) DPV F: 3.7

M: 9.6
F: 14.9 – 297.2
M: 17.5 – 350.4

Custom
AD5940 This Work

IV: intravenous SPCE: screen-printed carbon electrode CPE: carbon paste electrode M-CNFs: magnetic carbon nanofibers
CNT: carbon nanotube RTIL: room temperature ionic liquid PVC: polyvinyl chloride DPV: differential pulse voltammetry
GO: graphene oxide MWCNT: multi-walled carbon nanotube LoD: limit of detection SWV: square wave voltammetry
CP: carbon paste GO: electrochemically reduced graphene oxide GCE: glassy carbon electrode RGO: reduced graphene oxide
DR: dynamic range SWCNT: single-walled carbon nanotubes
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